healthcare systems and do not have the luxury of beginning again in a 'greenfield' environment. Somehow they need to utilize the existing systems and integrate them providing common data repositories.
Patient administration systems have primarily managed the operational side of healthcare, such as out-patient appointments, billing and so on, while smaller departmental systems have either been bought 'off-the-shelf ' or built inhouse. The result is a myriad of 'data graveyards' holding important pieces of information regarding the patient's healthcare history through the hospital. With the advent of the Internet and the push towards open standards and integrated technologies, the pressure is on healthcare institutions to integrate their heterogeneous database systems.
Many research papers have dealt with the issue of systems integration within a single hospital domain [1] [2] [3] [4] . This paper proposes the concept of the virtual hospital, where not only is the information integrated within a single hospital domain, but the supporting infrastructure is capable of integrating with those of other healthcare providers. An intranet is generally regarded as a network of systems, which are surrounded by a security ring; it tends to exist within a single organization. An extranet can be viewed as a collection of intranets, but with the ring of security extended around the entire collection of intranets. Rather than viewing the hospital as the core facility for delivering the majority of a single patient's care, and integrating patient records on this basis, the hospital should be viewed as one subcomponent of the patient's entire care. The virtual hospital which each patient attends may be different. The concept here is that the patient may attend any hospital to avail of treatment specific to their illness and indeed have the choice to do so; their health record will constitute information from many hospitals, and the mix will be unique to that patient. More importantly the patients are given more responsibility in their own care. This improves their autonomy in the overall healthcare process. The models presented here assume that at all stages the patient's confidentiality is maintained and informed consent has been acquired in accordance with differing jurisdictions' respective data protection acts.
The conceptual models that are presented in this paper include a communication framework, which identifies the participating software systems, and the types of information that could be transacted. The second model introduces the concept of a Trusted Third Party (TTP). A TTP could facilitate the creation of a range of services in order to support healthcare transactions, but within a Public Key Infrastructure (PKI). The system development model identifies critical sysAn extranet architecture for interoperability among healthcare systems
INTRODUCTION
The purpose of this paper is to investigate the conceptual aspects of systems integration within a healthcare environment, particularly from the patient care perspective. The current model of patient care has at its core the physical patient chart. This has served the healthcare model well in the past where information such as vital signs and X-ray results were manually recorded. With the continuing improvements in healthcare technologies and in technology in general, however, the volume of patient data now being collected have increased exponentially. The Electronic Patient Record is viewed as the 'holy grail' in terms of patient data storage although agreed standards have proved to be impossible. Many healthcare vendors offer one core Hospital Information System (HIS), with additional modules added as required for different departments within the hospital. However, many hospitals have already made significant investments in tems that are required for minimum integration and identifying the longitudinal patient record as the means of building care pathways or protocol driven pathways on which outcomes can be measured. The final model integrates the ideas presented in the preceding models and presents the concept of the seamless continuum of patient care. Although referred to earlier as an intranet architecture, the OASIS project [4] contains a standard application programming interface (API) for transportation of complex objects across a network. Thus, the OASIS architecture can be used to provide a layer of interoperability between software systems at remote sites. This research looks to exploit a revised communication model to provide a secure framework for the remote systems, which employ OASIS interoperable protocols.
The remainder of this paper is structured as follows: the current paper-based model used in most hospitals is discussed below together with a description of a well-known business model; we then describe our revised conceptual models for communication of healthcare information over a wide-area network; following that, a sample system which utilizes existing protocols from the OASIS project within our overall framework model is described; and finally we provide some conclusions.
MOTIVATION
In this section, we describe the existing environment in our target healthcare systems before providing an overview of Porter's Value Chain, a well-known business model for describing an organization's key sources of information. The model is now in widespread use as an e-commerce model, but our motivation is to apply the model to the similar problem of distributed healthcare transactions.
The traditional model of patient care, centred on the hospital, is one that was meant to be replaced by a primary healthcare model in which the general practitioner (GP) was the hub of patient care. However, the former model is still predominant today; patients are referred to hospitals, usually by their GPs. An appointment is made, and the patient arrives on the designated date and time to see a consultant or a member of his or her team. On first attendance the patient is registered on the hospital's information system and assigned a unique identification number -the medical record number or MRN. The MRN remains with the patient for the entire duration of his or her lifetime in the care of the hospital.
At the centre of this model lies the medical chart. It consists of most of the information relating to the patient's health. If the chart is lost or temporarily missing then it is difficult to carry out a consultation unless the most recent patient history can be recalled either by the patient or clinician, or reconstituted from prescriptions, discharge notes or referral letters. Even at its best, this model can only work within an individual hospital, and does not extend successfully beyond its physical boundaries.
St James' is a 760-bed teaching hospital on a 60-acre site in south inner-city Dublin with a staff of 2500. It has 46 specialities including some national specialities such as bone marrow transplantation and burns. In terms of activity, the hospital treats 21 000 in-patients and 21 000 day-cases, has 54 000 accident and emergency attendances and deals with 140 000 out-patients [5] . One of the departmental systems is the HIV system. This attempts to capture some of the clinical data captured in the chart. Some of the key data collected include the patient's demographic, risk, diagnosis and laboratory data. The HIV system was chosen as one of the target system for the OASIS prototype as it typifies many of the other hospital departmental systems.
The hospital has over 100 database systems ranging from clinical systems to human resource management systems; few are integrated, and those that are use proprietary methods, which are not scalable to include other systems. The main hospital information system, the Patient Administration System (PAS) is a hierarchical database management system and uses the Massachusetts Utility Programming Language (MUMPS) [6] [7] . This system manages the operational functions of the hospital and fulfils the operational business objectives of the hospital; this includes appointments, bed management and patient registration. Many of the clinical departmental systems are built using Microsoft Access, FoxPro and Borland's Delphi. Others, such as the Cardiothoracic system are built using Cache, which is a post-relational database [8] . The problem is how to integrate all of these database management systems and then extract only meaningful data from them that will support effective decision making, be that clinical or operational.
PORTER'S VALUE CHAIN
One model used outside the realm of healthcare environments is Porter's Value Chain (PVC) [9] . This proposed that the value chain be the primary tool for identifying potential An extranet architecture for interoperability 229 sources within the organization for value enhancement. Most firms are based on a collection of activities that are designed to design, produce, market, deliver and support its product. The value chain disassembles an organization into nine strategically relevant activities in order to understand the costs in the specific business and industry, and the existing and potential sources of differentiation.
Traditional business models are being reevaluated with the advent of e-commerce technology; even models such as Porter's Value Chain are changing to reflect the rapid change in IT development. In Figure 1 a reinterpretation of Porter's Value Chain is illustrated to reflect e-commerce environments [10] . The back-end of the chain involves integrating suppliers with the core business by means of a corporate extranet; this improves supply chain management (SCM) because an organization having timely and accurate data made available to suppliers optimizes the sourcing of raw materials and supports just-in-time (JIT) manufacturing models. Within and throughout the organization, information is made available using a corporate intranet. Enterprise Resource Packages (ERP) such as SAP, data warehouses, sales force automation and call centres are examples of applications that sit within an intranet. The ability to integrate these diverse systems provides a capability to build knowledge management systems for all aspects of planning, that is, strategic, operational and tactical. Communication of product developments are delivered to customers through the medium of the Internet. This allows organizations to pass information relating to their products on to the customer in a timely manner; additionally, the organization has the ability to 'Web farm': in other words, identify potential customers by means of information sent back through online questionnaires or emails.
Applying the PVC model to healthcare
One of the difficulties is mapping this value chain on to a healthcare environment. In Figure 2 an initial, simplistic view in terms of an e-commerce development is presented. In essence, the extranet integrates hospitals, GPs, health boards and other healthcare services in terms of supplying patients with detailed, comprehensive information regarding their healthcare status. The intranet exists within each healthcare location and provides a local means of integrating patient systems. For instance a hospital would use an intranet for messages, data warehouse access, healthcare application development, integration with existing financial and ERPs.
The hospital/healthcare intranet provides local information and acts as a portal to healthcare resources on the Internet. It may also provide discussion groups for issues relating to the particular institution. One of the concerns with this model is that the hospital remains the key player in terms of brokering patient care. In Figure 3 a far more effective model, with primary healthcare at the centre brokering healthcare services on behalf of the patient, is proposed. This is a fundamental paradigm shift in terms of the overall control of the patient's care that has yet to be fully realized. This model places the general practitioner at the centre of the patient's care, bro- kering patient services from hospitals and other healthcare institutions on the patient's behalf. The patient care process is centred within primary health, not within the hospital. The notion is that the services procured in an optimized fashion from the secondary healthcare providers adds value to patient care.
AN ARCHITECTURAL MODEL FOR HEALTHCARE
The process of linking hospitals and GPs to each other is not trivial. While a direct link with GPs seems apparently simple to achieve, the overhead in terms of end-user management is not feasible at an individual hospital level. The role of IT is to support the clinical, management and operational functions of the hospital, which in turn deliver optimal patient care. It is not the role of the hospital to become a small Internet Service Provider (ISP). While many pilots have been structured in terms of direct hospital -GP linkages in order to fulfil a proof of concept role, this model is not scalable [11] . There are a number of valid reasons for this. First, the same end-user population of GPs overlap considerably, and having different applications to manage separate hospital connections would be very cumbersome. Secondly, the management of the end-user community is too complex for an individual hospital to process. Helpdesk support, application versioning, authentication and control are just some of the services that would need to be available to the end-user population. Already, most IT departments are stretched in terms of both human and financial resources. Building a communication infrastructure such as this is not simply adding an additional service to a hospitals IT department, it is a new and different way of doing hospital business with customers. Prior to such an implementation, existing business processes need to be carefully analysed and new ones designed. For example, installing email facilities has far-reaching effects on many organizations, particularly if used for hospital business. Clinicians, nurses, managers, and so on, now have to reply and respond to a significant number of emails every day, and this (additional) work requires time. If a hospital continues to produce and expects paper-based documents, memos and mail, the users' workload may increase dramatically. Whereas if a proper business analysis was done prior to an email implementation, the hospital could formulate a strategy supporting digital communication instead of paper and then optimize workflows around that corporate strategic decision. Similar analysis needs to be undertaken for the implementation of an electronic form of the patient record: simply computerizing an already inefficient manual process of care will not succeed, and may even slow it down.
The Trusted Third Party (TTP) conceptdiscussed below -is broad in its vision. The TTP is not narrowly restricted to just hospital/GP communication, but encompasses all participants and healthcare service providers that are involved in a patient's process of care. Significantly, it includes the most important component in healthcare treatment: the patients themselves. Before we describe the models, it is worthwhile explaining some of the key technologies the framework will employ. A Secure Communication Framework for healthcare utilizing a PKI should support the following fundamental criteria [12]:
1. Transparency: the complexity of PKI must be hidden from the user so that it is easy to use. 2. Non-repudiation: the certainty of knowing that the sender of the message cannot later deny having sent it. 3. Authentication: ensures that the message has come from the person who claims to have sent it 4. Access control via key management: in other words, keys are only issued to authorized users. 5. Confidentiality: evidence that the contents of the message have not been disclosed to third parties. 6. Integrity: proof that the message contents have not been altered, deliberately or accidentally, during transmission.
The above criteria provide the required framework for transfer of healthcare information between participating systems. There are also specific properties, which comprise a PKI. These consist of:
1. A security policy, which defines an organization's strategic direction on information security, as well as the principles and processes for the use of cryptography. 2. Certificate practice statement (CPS). This is a detailed document containing the operational procedures on how the security policy will be enforced and supported in practice. 3. Certification authority (CA). The CA is the trust system of the PKI as it manages public key certificates for their whole lifecycle. It fulfils functions such as the issuing of certificates (by binding the identity of a user or a system to a public key with a signature); the scheduling of expiry dates for certificates; and ensuring that certificates are revoked when necessary by pub- 
A CONCEPTUAL COMMUNICA-TION-COLLABORATIVE FRAMEWORK
The model proposes the inclusion of the patient as a critical component in the communication process. As stated earlier, it does not narrowly define healthcare communication as that just between hospitals and GPs; instead it proposes the inclusion of all interested parties, primary healthcare agencies, hospices and others. The communication process assumes that a secure infrastructure exists already. All the standards required for a Public Key Infrastructure (PKI) need to have been implemented prior to sending confidential information over the network. Having a secure communication model means that an infrastructure is in place, which allows the development of collaborative software applications. For instance secure videoconferencing or multi-media applications could offer the possibility of creating virtual consultation or collaborative services: for example, a dermatological hot-room, which would allow GPs to consult with a dermatologist using videoconferencing technology. At specific times GPs could discuss dermatological conditions with a dermatologist and decide on appropriate treatments. Additionally, the model assumes the existence of a set of robust middleware technologies based on open systems. Implementing a TTP based on a PKI infrastructure that supports only email communication would constitute a myopic view of the underlying technologies true potential. Figure 5 is used to outline a possible conceptual framework for a TTP development. The interested parties involved in healthcare are identified, including a number of different message and transaction types that may potentially occur between the differing groups. Each group can interact among themselves and the patient group. The model assumes a secure and confidential underlying infrastructure based on PKI and recognizes the importance of the patient as a key component. Furthermore, it offers the potential for patients to own their clinical information, in other words, the patient decides who views their personal data. The concept of patient ownership of clinical data is significantly different from that which exists today; this tends to be hospital-centric, and would involve a change not only in clinical models but also in the supporting politicolegal infrastructure.
In Figure 4 the communication model identifies the message types that could potentially be transmitted between the three parties. A patient could submit basic test results from his or her home, including urinalysis (testing the urine) and blood glucose levels using a glucometer; this type of information could either be emailed or entered online and submitted to the GP or the hospital clinician whom the patient is attending. The information submitted by the patient could dramatically reduce the number of times the patient may have to return for an out-patient visit and allow more time for the clinician to spend with more problematic cases. From a GP perspective, information such as death notifications, Accident and Emergency (A&E) attendances and laboratory results could all be sent automatically from the hospital to the GP using middleware technologies. This would provide the GP with valuable timely information in helping deal with individual patients or their families. Within the hospital certain efficiencies could be gained by sending additional GP information such as discharge summaries and out-patient appointments. The model also assumes communication within the domains themselves. Clinicians within hospitals may communicate with each other, and the same is true for the patients and GPs.
The implementation of a model such as this requires a significant re-engineering of the existing healthcare processes. Old paperbased models such as sending letters by post will evolve towards email. Clinical pathway development may be improved by having patient information shared among different 
CONCEPTUAL TRUSTED THIRD PARTY
In order to implement the communication framework described in the previous section, a physical PKI infrastructure must exist to allow the safe and secure transmission of healthcare information. It is proposed that a Trusted Third Party (TTP) provide this. In order to simplify the model, two aspects of communication are addressed: a secure email communication and real-time access to distributed database systems for patient information. The latter involves complicated middleware technology development, particularly in online transaction processing. In model terms this is represented as those applications which will run on an Internet server as it is assumed that Internet technologies will provide the basis of this development in the future.
In Figure 5 a closer view of the types of component technologies that can be used is presented. It is important to note that the purpose of the model is not to provide a detailed technical solution, but to provide a logical view of the different components that may be required for its successful development and implementation.
The TTP will establish itself at the centre of the project development, providing a number of core services. They are secure messaging, a secure e-commerce platform for healthcare transactions and control of the PKI implementation (as discussed earlier). The healthcare agency or hospital will require one or more of the following: a leased line, ISDN, frame relay or ATM facilities protected by at least one firewall. However, as stated earlier the communication medium may be of any sort. At present most hospitals are utilizing leased lines as their primary Internet connection with ISDN backup.
The connection between the TTP and the hospital/healthcare agency will be protected within a Virtual Private Network (VPN). The data to the TTP from the GP surgery or patient's home PC will be sent over the Internet using secure encryption and authentication technologies, such as SSL and Digital Certificates. The TTP at the centre of the model will be responsible for certificate management, in other words, issuing and revoking certificates. It would also provide key escrow, which is the retention of encryption keys by a neutral agency so as to allow access to authorized parties if third-party decryption of ciphertext is necessary. The TTP service could possibly be provided by a public or private agency or perhaps more satisfactorily, a hybrid of the two. At no stage should the TTP interfere with the electronic data, for example, opening an email. Its purpose is only to provide a secure architecture for enabling secure healthcare electronic transactions between the relevant trusted domains.
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SEAMLESS CONTINUUM OF CARE
The concept of a seamless continuum of care has been proposed by the Department of Health and Children (in Ireland) in their strategy document [14] . Figure 6 outlines a continuum of care for a cancer patient. It attempts to describe the pathway such a person may follow throughout their treatment course. A cardiac patient may experience a similar continuum.
A typical history of a cancer patient might be as follows:
1. A 65-year-old male attends his GP. 2. After carrying out the necessary investigations, the GP refers the patient to a general hospital for further and more detailed exams. 3. After undergoing a series of examinations and investigations the patient is diagnosed with cancer. 4. The patient may be cured of the disease but, if the disease had significantly progressed, he may continue to have more specialized care if it is not available in the hospital where the initial treatment was performed.
The model attempts to represent the longitudinal history of care not only within the hospital where the majority of the care took place, but also taking in the other relevant healthcare agencies that were involved. It attempts to provide a holistic view of the entire cancer patient's treatment pathway. The aim is to propose an infrastructure that is capable of supporting a distributed patient record that transcends the traditional hospital boundaries. The concept is one of building a virtual hospital where the treatment pathway for two patients with the same illness may be entirely different depending on the patient's requirements. A hospital or speciality-specific system based on this model allows the patient care pathway to be highly personalized. It allows the patient to avail of the services of a number of different hospitals depending on their different areas of expertise. For instance, if a patient lived far away from a specialized cancer hospital then if such a model was in place the cancer patient could have many of their routine aspects of care (and possibly even a few specialized tests and investigations) carried out at their local hospital. The information captured would be available to the specialized hospital, and if any tests reported abnormal findings only then would the patient have to travel to the specialized centre. This would minimize cost, inconvenience and unnecessary travel. In terms of the specialist, hospital patients attending their day wards or out-patient clinics would be reduced to only those patients with genuine problems.
SAMPLE SYSTEM
In Figure 7 an outline of the OASIS system architecture is provided. The OASIS Project is focused on the construction of a multi-database prototype for usage in a healthcare environment. The intranet target systems include St James' Patient Administration System (PAS) and the pharmacy, HIV and Hospital In-patient Enquiry (HIPE) systems. For a more complete set of specifications for participating systems, refer to [15] . The role of OASIS within the Conceptual Communication Model is to create a federated schema within the hospital intranet. OASIS clients (federated schemata) are then installed externally in other hospitals, GP clinics, and possibly in patients' homes.
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